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Abstract: The recent issue in today Online Social Networks 

(OSNs) is the users does not have any ability to control the 

message content posted on their own private space to avoid that 

unwanted content is displayed. Now the proposed system 

provides that ability to the user control their message content in 

social network. We propose a system for allowing social network 

users to have a direct control on the messages posted on their 

walls. This is done by a flexible rule-based system, that allows 

users to customize the filtering message content to be applied to 

their walls, and machine learning based soft classifier 

automatically labelling messages in support of content-based 

filtering. These two mechanisms are used to control the 

unwanted messages on social network user’s wall. The system 

provides ability to filter messages on user walls in social 

network. Unwanted messages are blocked by social network 

user. Once messages are stored in blacked list it automatically 

filters the message content. 
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1. INTRODUCTION 
 

   Social network are today one of the most popular 

interactive medium to communicate people, to share and 

disseminate a considerable amount of human life 

information. Online social network users share several 

types of content, including free text, image, and audio and 

video data. According to Facebook statistics average user 

creates 90 pieces of content each month, whereas more than 

30 billion pieces of content like web links, news stories, 

blog posts, notes, photo albums, etc. are shared. They are 

instrumental to provide an active support in complex and 

sophisticated tasks involved in OSN management, such as 

for instance access control or information filtering. 

Information filtering has been greatly explored for what 

concerns textual documents and, more recently, web 

content (e.g., [1], [2], [3]). The aim of these proposals is 

mainly to provide users a classification mechanism to avoid 

unwanted data. In OSNs, information filtering can also be 

used for a different, more sensitive purpose. There is the 

possibility of posting or commenting other posts on 

particular public/private areas, called in general walls. 

Information filtering can be used to give users the ability to 

automatically control the messages posted on their own user 

walls, by filtering out unwanted messages. This system 

support for prevent unwanted messages on user walls. 

However, no content-based preferences are supported and 

therefore it is not possible to prevent undesired messages, 

such as political or vulgar ones, no matter of the user who 

posts them. The aim of the present work is therefore to 

propose and experimentally evaluate an automated system, 

called Filtered Wall (FW), able to filter unwanted messages 

from social network user wall. We exploit Machine 

Learning (ML) text categorization techniques [4] to 

automatically assign with each short text message a set of 

categories based on its content. The system use Filtering 

Rules (FRs), by which users can state what contents should 

not be displayed on their walls. In addition, the system 

provides the support for user-defined BlackLists (BLs), that 

is, lists of users that are temporarily prevented to post any 

kind of messages on a user wall. This is the first proposal of 

a system to automatically filter unwanted messages from 

OSN user walls on the basis of both message content and 

the message creator relationships and characteristics.  

 

2. RELATED WORK 
    The main contribution of this paper is the design of a 

system providing customizable content-based message 

filtering for social network users; [14] it is based on 

machine learning techniques. Our work has relationships 

both with the state of the art in content-based filtering, as 

well as with the field of policy-based personalization for 

OSNs and, more in general, web contents.  

 

CONTENT-BASED FILTERING 
 

   In content-based filtering each user is assumed to operate 

independently. As a result, a content-based filtering system 

selects information items based on the correlation between 

the content of the items and the user preferences as opposed 

to a collaborative filtering system that chooses items based 

on the correlation between people with similar preferences 

[5]. While electronic mail was the original domain of early 

work on information filtering, subsequent papers have 

addressed diversified domains including newswire articles, 

Internet “news” articles, and broader network resources [6]. 

Content-based filtering is mainly based on the use of the 

ML paradigm according to which a classifier is 

automatically induced by learning from a set of pre-

classified examples. A remarkable variety of related work 

has recently appeared which differ for the adopted feature 

extraction methods, model learning, and collection of 

samples [7]. The feature extraction procedure maps text 

into a compact representation of its content and is 

uniformly applied to training and generalization phases. In 
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a detailed comparison analysis has been conducted 

confirming superiority of Boosting-based classifiers [8], 

Neural Networks [9], [10] and Support Vector Machines 

[11] over other popular methods, such as Rocchio [12] and 

Naive Bayesian [13].  Recent work highlights difficulties in 

defining robust features, essentially due to the fact that the 

description of the short text is concise, with many 

misspellings, nonstandard terms and noise. Zelikovitz and 

Hirsh attempt to improve the classification of short text 

strings developing a semi supervised learning strategy 

based on a combination of labelled training data plus a 

secondary corpus of unlabelled but related longer 

documents. This solution is inapplicable in our domain in 

which short messages are not summary or part of longer 

semantically related documents. In our scenario, we 

consider gradual membership to classes a key feature for 

defining flexible policy-based personalization strategies. B. 

Policy-based personalization of OSN contents 

 

    Recently, there have been some proposals exploiting 

classification mechanisms for personalizing access in 

OSNs. For instance, in a classification method has been 

proposed to categorize short text messages in order to avoid 

overwhelming users of micro blogging services by raw 

data. Our filtering policy language allows the setting of FRs 

according to a variety of criteria that do not consider only 

the results of the classification process but also the 

relationships of the wall owner with other OSN users as 

well as information on the user profile. Moreover, our 

system is complemented by a flexible mechanism for 

customization to the filtering procedure. 

Social networking service which gives its subscribers the 

ability to:  

1) Rate resources with respect to four criteria: 

trustworthiness, vendor reliability, privacy, and child 

safety; 

2) Specify preferences determining whether the browser 

should block access to a given resource, or should simply 

return a warning message on the basis of the specified 

rating. In the field of OSNs, the majority of access control 

models proposed so far enforce topology-based access 

control, according to which access control requirements are 

expressed in terms of relationships that the requester should 

have with the resource owner. We use a similar idea to 

identify the users to which a FR applies. However, our 

filtering policy language extends the languages proposed 

for access control policy specification in OSNs to cope with 

the extended requirements of the filtering domain. 

 

 
 

Fig. 1. Filtered Wall Conceptual Architecture and the flow of messages 

 

3. FILTERED WALL ARCHITECTURE 
 

    The architecture in support of OSN services is a three-

tier structure (Figure 1). The first layer, called Social 

Network Manager (SNM), to provide the basic OSN 

functionalities (i.e., profile and 

Relationship management), whereas the second layer 

provides the support for external Social Network 

Applications (SNAs).[4] The supported SNAs may in turn 

require an additional layer for their needed Graphical User 

Interfaces (GUIs). According to this reference architecture, 

the proposed system is placed in the second and third 

layers. In particular, users interact with the system by 

means of a GUI to set up and manage their FRs/BLs. 

Moreover, the GUI provides users with a FW, that is, a wall 

where only messages that are authorized according to their 

FRs/BLs are published. The core components of the 

proposed system are the Content-Based Messages Filtering 

(CBMF) and the ShortText Classifier (STC) modules. The 

component aims to classify messages according to a set of 

categories. The strategy underlying this module is described 

in Section IV. In contrast, the first component exploits the 

message categorization provided by the STC module to 

enforce the FRs specified by the user. BLs can also be used 

to enhance the filtering. As graphically depicted in Figure 

1, the path followed by a message, from its writing to the 

possible final publication can be summarized as follows: 

 1) After entering the private wall of one of his/her contacts, 

the user tries to post a message, which is intercepted by 

FW. 

2) A ML-based text classifier extracts metadata from the 

content of the message. 

3) FW uses metadata provided by the classifier, together 

with data extracted from the social graph and users’ 

profiles, to enforce the filtering and BL rules. 

4) Depending on the result of the previous step, the 

message will be published or filtered by FW. 

In what follows, we explain in more details some of the 

above-mentioned steps. 

 

4. SHORT TEXT CLASSIFIER 
 

    Established techniques used for text classification work 

well on datasets with large documents. [1]In this context, 

critical aspects are the definition of a set of characterizing 
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and discriminant features allowing the representation of 

underlying concepts and the collection of a complete and 

consistent set of supervised examples. Our study is aimed at 

designing and evaluating various representation techniques 

in combination with a neural learning strategy to 

systematically categorize short texts. From a ML point of 

view, we approach the task by defining a hierarchical two 

level strategy assuming that it is better to identify and 

eliminate “neutral” sentences, then classify “non neutral” 

sentences by the class of interest instead of doing 

everything in one step. The first level task is conceived as a 

hard classification in which short texts are labelled with 

crisp Neutral and Non-Neutral labels. The second level soft 

classifier acts on the crisp set of non-neutral short texts and, 

for each of them, it “simply” produces estimated 

appropriateness or “gradual membership” for each of the 

conceived classes, without taking any “hard” decision on 

any of them. Such a list of grades is then used by the 

subsequent phases of the filtering process. 

 

4.1 TEXT REPRESENTATION 
 

    The extraction of an appropriate set of features by which 

representing the text of a given document is a crucial task 

strongly affecting the performance of the overall 

classification strategy. We consider three types of features, 

BoW, Document properties (Dp) and Contextual Features 

(CF). 

Text representation using endogenous knowledge has a 

good general applicability; however in operational settings 

it is legitimate to use also exogenous knowledge, i.e., any 

source of information outside the message body but directly 

or indirectly related to the message itself. 

 

4.2 MACHINE LEARNING-BASED 

CLASSIFICATION 
 

    A ML-based classifier needs to be trained with a set of 

sufficiently complete and consistent pre-classified data. The 

machine learning based classification is another way of 

getting computers to classify documents. It is not rule 

based.it improve the machine performance based on 

previous result. It uses a neural network to labelling the 

document of training set.it gives consistent classification. 

Human resources are not needed to make rule. 

 

5. FILTERING RULES AND BLACKLIST 

MANAGEMENT 
 

    We model a social network as a directed graph, where 

each node corresponds to a network user and edges denote 

relationships between two different users. In particular each 

edge is labelled by the type of the established relationship 

(e.g., friend of, colleague of, parent of) and, possibly, the 

corresponding trust level, which represents how much a 

given user, considers trustworthy with respect to that 

specific kind of relationship the user with whom he/she is 

establishing the relationship.  

 

5.1 FILTERING RULES 
 

    In defining the language for FRs specification, we 

consider three main issues that, in our opinion, should 

affect a message filtering decision. First of all, in OSNs like 

in everyday life, the same message may have different 

meanings and relevance based on who writes it. As a 

consequence, FRs should allow users to state constraints on 

message creators. There is Possible to define rules applying 

only to young creators or to creators with a given 

religious/political view. Given the social network scenario, 

creators may also be identified by exploiting information on 

their social graph. This implies to state conditions on type, 

depth and trust values of the relationship(s) creators should 

be involved in order to apply them the specified rules. All 

these options are creator’s specification and filtering rule. 

Block list mechanism to avoid messages from undesired 

creators, independent from their contents. BLs is directly 

managed by the system, which should be able to determine 

who the users to be inserted in the BL. To enhance 

flexibility, such information is given to the system through 

a set of rules, here after called BL rules. Similar to FRs, our 

BL rules make the wall owner able to identify users to be 

blocked according to their profiles as well as their 

relationships in the OSN.  

 

6. EVALUATION 
 

We illustrate the performance evaluation study we have 

carried out the classification and filtering modules. We start 

by describing the dataset. The analysis of related work has 

highlighted the lack of a publicly available benchmark for 

comparing different approaches to content based 

classification of OSN short texts. To scope with this lack, 

we have built and made available a dataset D of messages 

taken from Facebook6.1266 messages from publicly 

accessible Italian groups have been selected and extracted 

by means of an automated procedure that removes 

undesired spam messages and, for each message, stores the 

message body and the name of the group from which it 

originates [15]. The messages come from the group’s web 

page section, where any registered user can post a new 

message or reply to messages already posted bother users. 

The percentage of elements in D that belongs to the Neutral 

class is 31%. Each message has been labelled by a group of 

five experts. The group of experts has been chosen in an 

attempt to ensure high heterogeneity concerning sex, age, 

employment, education and religion. In order to create a 

consensus concerning the meaning of the Neutral class and 

general criteria in assigning multi class membership we 

invited experts to participate to a dedicated tuning session. 

We are aware of the fact that the extreme diversity of OSNs 

content and the continuing evolution of communication 

styles create the need of using several datasets as a 

reference benchmark. We hope that our dataset will pave 

the way for a quantitative and more precise analysis of OSN 

short text classification methods.  
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7. DICOMFW 
 

DicomFW is a prototype Facebook application8 that 

emulates a personal wall where the user can apply a simple 

combination of the proposed FRs. Throughout the 

development of the prototype we have focused our attention 

only on the FRs, leaving BL implementation as a future 

improvement. However, the implemented functionality is 

critical, since it permits the STC and CBMF components to 

interact. Since this application is conceived as a wall and 

not as a group, the contextual information (from which CF 

are extracted) linked to the name of the group are not 

directly accessible. It is important to stress that this type of 

contextual information is related to the environment 

preferred by the user who wants to post the message. To 

summarize, our application permits to: 1) view the list of 

users’ FWs; 2) view messages and post a new one on a FW; 

3) define FRs using the OSA tool. When a user tries to post 

a message on a wall, he/she receives an alerting message) if 

it is blocked by FW. 

 

8. CONCLUSION 
 

    In this paper, we have presented a system to filter 

unwanted messages from social network user’s wall. It is 

done by following methods are filtering rules, Content 

Based Message Filtering, Short Text classifier, Machine 

learning based classification. The users have the ability to 

control message content on their wall. Unwanted message 

contents are labelled. Unwanted messages are blocked in 

the list on user wall. If the user posts the blocked list 

contents it will filtered on wall. The system gives ability to 

user control the post. This system used to block and filter 

the sensitive words, bad words, unwanted contents. No 

need for human resources to make rule in this system. It 

improves the quality of a classification. 
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